Configuring Internet Explorer 10 to Use TLS 1.2
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To improve the security stance of the wiTECH 2 system, we are migrating to TLS 1.2 (The ‘S’ in
HTTPS). This means that several browsers will not be compatible with the wiTECH 2 environment. We
STRONGLY recommend upgrading to Internet Explorer 11 or Safari 8 to avoid having to make
subsequent changes as new security vulnerabilities are found. However, this article will show you how to
configure IE 10 to be compatible. Internet Explorer 10 (IE 10), by default, does not utilize TLS 1.2. This
means that without configuration, Internet Explorer 10 will not work with our application when this
change takes effect.

Step 1: Open the IE 10 application, and click the “Tools” icon in the top right corner. Then, click
“Internet options”

M WiTECH Login
File Edit View Favorites Toels Help Print

File
Zoom (100%)

Safi
Wi be “
TECH Add site to Start menu

MOPAR. View downloads Ctrl+)
Manage add-ons
& | Usemame F12 Developer Tools
Go to pinned sites
LY Password Compatibility View settings
Report website problems
B Dealer Code Internet opticns

[0 Remember me

|

|

||

l

' About Internet Explorer
i

|

I = Sign in

Edit Preferences

Step 2: In the window that opens, navigate to the “Advanced” tab on the far right.
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You should only use this if your browser is in an unusable state.
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Step 3: Scroll to the very bottom of the “Settings” area and check “TLS 1.0”, “TLS 1.1”, and “TLS 1.2”.
Next, to save these changes, press "Apply”. IE 10 is now configured to be compatible with wiTECH 2.0.
Click “OK” to exit the window. Please make sure that the "TLS 1.2" checkbox is selected or you will be

unable to use wiTECH 2.
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@ Some settins are managed by your system administratgy ]

Step 4: Check that the configuration works by navigating to the wiTECH 2.0 application.
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